CUSTOMER DATA

PROTECTING YOUR SYSTEMS FROM A DATA BREACH

In a growing world of data systems, cloud storage, remote workers and
increasingly savvy hackers and malicious programs, now more than ever
protecting your customer’s data-and being prepared when something goes
wrong-is paramount.

Presented by Total Secure Technology

Total Secure Technology is a premier Managed Security Services Provide using
every tool available to safeguard your business from any current or future
cyberthreat.
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Introduction

If you think you're exempt from compliance with customer data security and

privacy laws because you're a small business, think again. Businesses of all

sizes are responsible for compliance with these regulations—and those that

don’t comply may face fines or lawsuits.

Who Should Be Concerned
About Security & Privacy?

Customer data is a key currency of today's
information-based economy—so regardless
of your industry, you probably collect,

store, and share information about your
customers. This data may include Social
Security numbers, driver’s license numbers,
mailing addresses, e-mail addresses,
telephone numbers, credit card numbers,
and bank account numbers. If you use any
of this type of information, you need to keep
reading.

90-70%

of cyber attacks specifically
target small businesses

The average cost for a data
breach for a small business is

$36-50k

2022 Forbes, Cybersecurity in 2022 - A Fresh Look at Some Very Alarming Stats



How Data Thieves Strike

Data thieves use a number of low-tech and high-tech methods to access your data. Here are

some of the more common ones.

Method | Description

Dumpster Diving Thieves steal papers with personal information left improperly

discarded in your trash.

Mailbox Theft Thieves steal mail left in your unsecured mailbox.

Employee Theft Employees steal the personal information of your customers or other
employees.

General Theft Thieves steal wallets, checks, credit cards, or computers.

Hacking Thieves obtain unauthorized access to your computer network to

steal customer information.

Phishing Thieves try to trick your customers into revealing their personal
information by sending e-mails that appear to be from your company
and/or creating a fake web site that looks like yours.

Pre-Texting Thieves make phone calls to your business in a customer’s name in

an attempt to learn more about the customer.

Once data thieves have
the information they
want, they use it to

open fraudulent credit
card accounts in your
customers’ names and
make purchases without
their knowledge, open
fraudulent bank accounts
in your customers’ names
and write checks on that
account, or even get loans

in your customers’ names.



Security Breaches Could Damage
Your Business - Big or Small

The Federal Trade Commission (FTC) recently sued 12 companies it accused of
having inadequate data security practices. Even if you don’t face legal action,
your good reputation could be significantly compromised by data security
breaches. Security breaches can erode consumer trust and, ultimately, hurt

your bottom line.

You Can Be a Target Too

Identity thieves want your business information.
In fact, they may target small and medium
businesses because their data security
programs may not be as strong as those of larger
companies.

They'll take your bank account and credit card
numbers, Federal Employer Identification
Number, and other federal and state
governmental identification numbers. They'll use
this information to open credit card accounts in
your business name and make purchases without
your knowledge, open bank accounts in your
business name and write checks on that account,
or get a loan in the name of your business. In
some cases, they can actually sell your business
or property without your knowledge.




Small Businesses Are MORE at Risk Than Large Businesses

Popular wisdom may hold that large businesses are most at risk for identity theft and fraud—
but that's not the case. As we've already shown, data thieves are flexible: They operate using
both high-tech and low-tech methods. As a result, security applies to every business that
collects and stores customer information. Small businesses are a particularly attractive
target because they often don’t have the strong data security protections that large
businesses have.

Compliance Isn’t a Choice

Regardless of whether you think you're at risk for data theft, you're legally required to take

proactive steps to prevent it—no matter how small your company is.

For example, all small businesses must comply with the Fair Credit Reporting Act (FCRA)
when seeking to obtain consumer reports, such as credit reports and employment reports,
about potential customers and employees.

Other requirements vary by business type. Small financial businesses, for example, must
comply with the federal Gramm-Leach-Bliley (GLB) Privacy Rules and Safeguard Rules—
and companies that need to com- ply include those that might not necessarily think of
themselves as financial, such as automobile dealers, tax planners, and some travel agents.
Small health care businesses must follow the privacy requirements of the federal Health
Insurance Portability and Accountability Act (HIPAA) Privacy Rule and its data security

requirements.

As a small business owner or manager, it's your responsibility to stay current on privacy and
security laws affecting your customers—so establish good security and privacy practices
now.

International Policies Could Affect You

More than 50 countries have personal data protection laws that regulate the
handling of customer information—and even companies with no physical
presence abroad have to comply if they engage in international business-to-
consumer e-commerce.




Firewalls Are Not Enough

You might think that the right combination of hardware and software will prevent data
security and privacy exposures—but technology is just one piece of the security and privacy
equation.

Consider this scenario from the Better Business Bureau: You've equipped your computer with
the latest network security software. But one day a customer calls your business to ask what
credit card you have on file for his account. He gives his name and address to an employee
who then looks up the information on your computer. Your employee reads the credit card
number to the caller. But the callerisn’t really a customer; he's a criminal who found the
name and address of one of your customers in the trash.

Indeed, in small and medium businesses, the greatest data security risk might not be
technology, but the uneducated end user. Employee negligence is the main cause of data
breaches, according to a state of the industry report by Shred-it, an information security
company. The report found that 47 percent of business leaders said human error such as
accidental loss of a device or document by an employee had caused a data breach at their
organization.

The point: It's not just about good technology.

Effective security and privacy policies and proper employee training are also essential.



Creating a Security and

Privacy Policy

A security and privacy policy tells your
customers how you will treat their personal
information. In essence, it explains how you
will collect it, how you will use it, and how
you will keep it secure.

Once you have a written policy that
accurately describes your intended
treatment of customer data, you'll want

to communicate it to your customers. For
example, you could distribute it on paper

by posting it on a sign in your office, giving
customers a written copy when they
complete a transaction with you, or mailing
it as part of a promotional piece. Alternately,
you could distribute it online by posting it on
your web site, and if your customers have
agreed to receive e-mail notices from you,

send it to them via email.

Resources to Help You Write
a Privacy Policy

Need help writing an online privacy
policy? Consider these two
sources of assistance: the Better
Business Bureau website, and the
Get Terms privacy policy generator,
available at getterms.io.

Communicating your privacy policy to your
customers will increase the trust they

have in your business—because when they
know that you plan to use their information
carefully, they will be more likely to share it

with you.



https://www.bbb.org/article/news-releases/20833-the-5-step-approach-to-cyber-security
https://www.bbb.org/article/news-releases/20833-the-5-step-approach-to-cyber-security
https://getterms.io/

Employee Education is

Paramount

Employees who handle customer
information should play a significant role in
protecting that information. According to
Egress’ Insider Data Breach Survey 2021,
94% of organizations have experienced an
insider data breach in the last 12 months.
Human error is the leading cause of
serious insider data breaches, with 84%

of organizations experiencing a security
incident caused by a mistake.

Think about all the different ways your
business collects, stores, and uses
customer information. Now list who handles
or has access to the information. Anyone
who appears on your list should play a
significant role in protecting sensitive

information.

Conducting background checks can help
you assess the character of prospective
employees (or current employees, if you
didn't do a background check before hiring
them).

Next, employees should have access only

to the information necessary to do their
jobs. When you control employees’ access to
information, you significantly reduce the risk
of data exposure.

Finally, employees with access to
information also need to be properly trained
to follow your security and privacy policies
and practices.



Act Quickly When a Breach
Occurs

If a data security or privacy breach Also keep in mind that you or have to
occurs, you'll want to alert appropriate law alert your customers. All 50 states, the
enforcement officials immediately so they District of Columbia, Guam, Puerto Rico
can investigate the incident. This could and the Virgin Islands have laws requiring
include local police, state authorities, or private businesses, and in most states,
even the FBI. governmental entities as well, to notify

L ) . individuals of security breaches of
Additionally, you'll want to alert your credit ) o ) ) )
. information involving personally identifiable
card processor and your acquiring bank,

as well as the three national consumer information.

reporting agencies.

Let Us Help

Is your business and internal IT staff up threats includes data-loss protection (DLP)
to the task of helping you prevent data systems and services that stop users from
theft? Perhaps not. 83% of U.S. small unintentionally disclosing information they
business owners surveyed by the National should keep confidential, such as e-mail
Cyber Security Alliance (NCSA) and monitoring programs.

Symantec have no formal cybersecurity ) ) ) o
) Because we invest in continuous training
plan. According to the same study, 59% .
] o on the relevant technologies, as well as stay
don't have “a contingency plan outlining ) o
) ] abreast of the business and policy issues we
procedures for responding and reporting . .
; can help you review the available technology
data breach losses. ) ) )
and come up with a comprehensive solution

So what can you do to keep a data security that fits your business.

incident from crippling your business? . .
Contact us today for more information.

You may shy away from security tools and www.totalsecuretech.com
practices because of the perceived cost,

but you can prevent many threats easily.

Technology available to help you avoid
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TOTAL SECURE
TECHNOLOGY

Total Secure Technology provides tailor-made data security built around
your uniquebusiness needs. Our holistic approach means you can truly
secure your business to the greatest extent possible.

Our 7-Level Protective System helps make sure our clients never suffer a
damaging breach. It includes:

Network Monitoring and Patch Management
Proactive AV (Anti-Virus) and Malware Management

Managed Business Continuity Contact Us Today
Managed Firewall with Content Filtering

Managed Gateway DNS Protection 916-696-7200
Advanced Endpoint Protection (beyond AV and anti-malware) sales@totalsecuretech.com

SIEM Monitoring. (Systems Incident and Event Management) totalsecuretech.com
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