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10 Cybersecurity Tips For a Safe 
Holiday Season

Don’t let a cybersecurity incident ruin your holiday season. Follow 
the tips below to help keep both your company-issued and per-
sonal devices and data safe during your holiday travels:

1.	 Lock your devices. Lock your laptop and mobile devices 
using a fingerprint/face ID or PIN. This is your first line of 
defense if your device is lost or stolen.

2.	 Physically secure your devices. Never leave your device 
unattended. Do not put devices in checked luggage or 
leave them in hotel rooms. If you use your laptop in a public 
space consider using a privacy screen and a locking cable.

3.	 Use your own power adapters and cords. Public USB ports 
may contain malware that an attacker can use to access 
your devices. This could include USB ports in airports and 
hotel lamps.

4.	 Report lost and stolen devices. Immediately notify your 
company’s security officer or IT department if your compa-
ny-issued device is lost or stolen.

5.	 Avoid public WiFi and disable auto-connect. Free WiFi is 
vulnerable to cyber-attacks. Turn off any auto-connect fea-
tures on your devices to avoid inadvertently joining public 
WiFi. Turn off Bluetooth too as attackers can use this to gain 
access to your device.

6.	 Change your passwords. Before you travel, change pass-
words that you regularly use. Then change them again 
when you get home. Avoid using the same password on 
multiple sites. Use multi-factor authentication whenever 
possible.

7.	 Ensure your operating and security systems are up to date. 
This includes systems on your laptop and mobile devices 
(including apps). Using the latest anti-virus software is an 
effective way to protect your data. For company-issued 
devices, only use programs approved by your company.

8.	 Encrypt. Encrypt sensitive information on mobile devices. 
Laptops should have full-disk encryption.

9.	 Back-up your data. Before you travel, make sure your per-
sonal data is backed-up and secure. Check your company’s 
data back-up policies for information related to your com-
pany-issued devices.

10.	Follow policies and procedures. Whenever you travel, en-
sure that you remain compliant with your company’s secu-
rity policies and procedures to protect your company-is-
sued device and data.
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Gift Under $50

Nest Hub 7” Smart Display with Google Assistant  
This is designed for hands-free help at a glance and 
lets you view today’s reminders, stream videos and 

watch your smart security camera’s footage through 
Google Assistant!

Gift Under $100

Click & Grow Smart Garden  
An innovative indoor garden that cares for itself and 
grows fresh, flavourful herbs, fruits and vegetables 

for you.

Gift Under $200

Tineco A10 Hero Cordless Vacuum 
Help your loved ones cut the cord with this nifty Tineco 

cordless vacuum. It’s lightweight, delivers up to 25 minutes
 of uninterrupted runtime and can be mounted on your wall 

for convenient  storage.
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We’d love to stay connected! Find us on— 

@sacnetworks 

www.facebook.com/NetworkingSolutionsSacramento 

Networking Solutions is a trusted IT support team located in Sacramento 
assisting small-to-medium sized companies to deal with ongoing IT  
problems. For 18 years we have brought our customers outstanding  
services, to learn more about how we wow our customers, call us for a free 
consultation. 

www.networkingsolutions.net  
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About Networking Solutions
Networking Solutions is a trusted IT support team located in 	Sac-
ramento assisting small-to-medium sized companies to deal with 
ongoing IT problems and Cybersecurity. For over 20 years we have 
brought our customers outstanding services, to learn more about 
how we wow our customers, call us for a free consultation.

Celebrating the Holidays Virtually

check out our website https://www.networkingsolutions.net/virtual-holidays/

Make it Interactive
Send your employees a paty-themed 
gift basket or physical gift that can be 
included in the virtual holiday party. 
For example, a fun mug to toast with or fun 
party hat or prop to have fun with on camera!

Host Team Building Events
The key to hosting engaging team build-
ing events is communicating with em-
ployees and creating an event based 
around everyone’s interests.
For example, games that can be played are, Pic-
tionary, Charades, draw the picture or hosting a 
scavenger hunt

Include The Whole Family 
Working from home makes it almost 

impossible to not have the family includ-
ed. Having a virtual contest such as a 

gingerbread house decorating challenge 
is a great way to get employees families 

involved in the fun.

Turn Catered Into Delivered!
There are a variety of food delivery ser-

vices that employers can take part in that 
will allow employees to enjoy a nice meal 

from the comfort of their own home. 
Some delivery services that cater to remote 

workers are DoorDash, Uber Eats, Grubhub and 
Postmates

Clients Satisfaction Report
Hello there, I just wanted to say thank you for what 
you do for us, for the excellent work and for the 
quick respond on our IT necessities ! Thank you !!!
Daniel V., Elk GRove Adult Community Training

These guys are always a pleasure to work with and 
very knowledgeable. Give these guys some bonus-
es and a raise...seriously. You keep hiring guys like 
these, you’ll have nothing but success and satisfied 
customers.
Robert W., Hunt & Sons, Inc.

Thank you for your expedient service, and tak-
ing care of the problem.
Dakin C., M Neils Engineering, Inc.

Thank you Network Solutions for sending a tech 
out so quick to help us with our two systems that 

wouldn’t boot. Your tech was on time, very detailed 
in his notes and helped us get these systems back 

up and running.
Pete R., Strata IT

Brilliant. Fast. Love it. Thank you. You make the 
life of a Computer dummy easy! Worth every 

penny.
Jim L., Hunt & Sons, Inc.

Thanks for nailing this down for us, smooth 
communication and great outcome.

Andres S., Guenard & Bozarth, LLP


