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10 Cybensecurity Tips For a Safe

Holiday Season

]

Don't let a cybersecurity incident ruin your holiday season. Follow
the tips below to help keep both your company-issued and per-
sonal devices and data safe during your holiday travels:

1.

10.

Lock your devices. Lock your laptop and mobile devices
using a fingerprint/face ID or PIN. This is your first line of
defense if your device is lost or stolen.

Physically secure your devices. Never leave your device
unattended. Do not put devices in checked luggage or
leave them in hotel rooms. If you use your laptop in a public
space consider using a privacy screen and a locking cable.

Use your own power adapters and cords. Public USB ports
may contain malware that an attacker can use to access
your devices. This could include USB ports in airports and
hotel lamps.

Report lost and stolen devices. Immediately notify your
company's security officer or IT department if your compa-
ny-issued device is lost or stolen.

Avoid public WiFi and disable auto-connect. Free WiFi is
vulnerable to cyber-attacks. Turn off any auto-connect fea-
tures on your devices to avoid inadvertently joining public
WiFi. Turn off Bluetooth too as attackers can use this to gain
access to your device.

Change your passwords. Before you travel, change pass-
words that you regularly use. Then change them again
when you get home. Avoid using the same password on
multiple sites. Use multi-factor authentication whenever
possible.

Ensure your operating and security systems are up to date.
This includes systems on your laptop and mobile devices
(including apps). Using the latest anti-virus software is an
effective way to protect your data. For company-issued
devices, only use programs approved by your company.

Encrypt. Encrypt sensitive information on mobile devices.
Laptops should have full-disk encryption.

Back-up your data. Before you travel, make sure your per-
sonal data is backed-up and secure. Check your company's
data back-up policies for information related to your com-
pany-issued devices.

Follow policies and procedures. Whenever you travel, en-
sure that you remain compliant with your company's secu-
rity policies and procedures to protect your company-is-
sued device and data.

Get More Free Tips, Tools and Services On Our Web Site:
www.networkingsolutions.net
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Nest Hub 7" Smart Display with Google Assistant
This is designed for hands-free help at a glance and
lets you view today's reminders, stream videos and
watch your smart security camera'’s footage through
Google Assistant!

® Gift Under $100

Click & Grow Smart Garden
An innovative indoor garden that cares for itself and
grows fresh, flavourful herbs, fruits and vegetables
for you.

Tineco A10 Hero Cordless Vacuum
Help your loved ones cut the cord with this nifty Tineco
cordless vacuum. It's lightweight, delivers up to 25 minutes
of uninterrupted runtime and can be mounted on your wall
for convenient storage.
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“As a business owner, you don’t have time to waste on technical and operational issues. That’s where we shine! Call us and put an end to
your IT problems finally and forever!” - Jon Cooper, CEO | Networking Solutions |916.696.7200 | jcooper@networkingsolutions.net
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About Networking Solutions SOLUT/ONS sacramento, CA 95825

Networking Solutions is a trusted IT support team located in Sac- g//
ramento assisting small-to-medium sized companies to deal with

ongoing IT problems and Cybersecurity. For over 20 years we have

brought our customers outstanding services, to learn more about

how we wow our customers, call us for a free consultation.

We'd love to stay connected! Find us on—

s www.networkingsolutions.net
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o www.facebook.com/NetworkingSolutionsSacramento

o @sacnetworks '@l networkingsolutions950
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